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4Globally, an estimated
1 billion people lack an ID

• Vast majority are in low and middle 
income economies

• Within these countries, those in the 
bottom 40% are the most likely to be 
unable to prove who they are

Health services

Social Safety Nets

Education

Travel & Migration

Financial services

Mobile services

Without an ID, 
people struggle to access:



Digital identification serves as a foundational technology platform

Digital Identification Platform

Financial inclusion
 Removing barriers through eKYC
 Enabling digital payments
 Reducing risk for credit

Regional integration

 Safe & orderly migration
 Cross-border services 

& payments

Health

 Health insurance for UHC
 Unique ID for healthcare delivery 

& tracking,, incl. vaccinations

Education

 Removing barriers to 
enrolment

 Improving EMIS

Women’s empowerment

 Direct payments & transfers to 
women in the household

 Enforcing child marriage laws

Social protection

 Better targeting of beneficiaries
 Eliminating leakages ‘ghosts’
 Enable digital G2P payments 

INDIA: 73m new bank 
accounts opened using 
eKYC; 472m accounts 

linked with Aadhar

PERU: ID verifies 
beneficiaries to access 

universal health 
insurance, and enables 

tracking of vaccines

THAILAND:
Universal ID 

system enables 
stateless children 
to attend school



ID4D supports a techno-legal approach to facilitate the design of 
systems that protect privacy and enhance user rights & control

=+

e.g. Privacy and data protection laws, clear 
institutional mandates, enforcement 

authority

e.g. encryption, tamper proof audit logs, 
data portability, authentication alerts, and 

access controls

Ensures user privacy & data 
protection, and enables sharing of 

data only with consent

ID Enabling Environment 
Assessment (IDEEA)

Report on Privacy by 
Design Techniques

ID4D Approach

Legal/Regulatory Trust Framework Privacy by Design Techniques       Robust, Sustainable System

Mission Billion 
Challenge



7
Privacy by Design: Good practices from across the globe to protect privacy 
and empower users

Minimal Data Collection

Only four mandatory 
demographic fields

‘Once only’ Principle 
for gathering data

Tokenization

Protected UIN from 
service providers by 
sharing hashed token 
instead

Traceable Authentication

Access to tamper 
proof time stamped 
authentication history 
logs

User Access Portal

Users can view and 
update data on citizen 
portal & Personal Data 
Monitor
Biometrics can be 
locked by users
Transparency portal



These resources along with others available on online

http://id4d.worldbank.org/missionbillion/resources



Mission Billion Challenge (http://id4d.worldbank.org/missionbillion) 



How can digital identification systems in developing
countries be designed to protect people’s privacy
and provide them with greater control over their
personal data?

Deadline for Submissions is February 24, 2019



Mission Billion Challenge

 The Challenge seeks innovative, practical, and 
cost-effective ‘privacy by design’ features that can 
be embedded into digital identification systems.

 Solutions should enhance data protection and 
provide individuals with greater control over their 
personal data, including those with low literacy 
and numeracy levels.

 To maximize the development impact and wide-
spread adoption, all submissions shall be open 
solutions, i.e. made available on public licenses 
that allow re-use without restrictions.



Solutions to the Mission Billion Challenge need to be…

Practical and cost-effective ‘privacy by design’ features that 
can be embedded into digital identification systems, such as:

• Providing greater oversight and control of personal data
• Enable individuals to inspect, update and correct personal data; 
• Provide transparency regarding who has accessed their data and for 

what purpose; and 
• The ability to seek redress for unauthorized use

• Preventing the misuse of personal data
• Help protect an individual’s personal data from misuse or unintended 

disclosure, such as through minimizing, hiding, compartmentalizing 
personal data, tamper proof logs, or other means



ID4D considers solutions at all stages of development

Idea: A plan or concept by an individual or organization

Prototype: An individual or organization building and testing a product, service, 
or model

Pilot: An individual or organization deploying a tested product, service, or model in 
at least one location

Growth: An individual or organization with an established product, service or model 
rolled out, which is poised for further growth in multiple locations

Scale: An individual or organization working in several locations and that is looking to 
scale significantly, focusing on increased efficiency



Types of solutions can be… (but are not limited to)

 New ways of thinking

 New technologies or different uses for existing technologies

 Business and/or technical processes

 Enterprise, technical or functional architectures



Judging Criteria

Alignment: The solution addresses the challenge that has been set forth.

Context Appropriateness: The solution takes into account the context of developing 
countries, including low to no connectivity in some areas and little formal technical 
training among individuals, as well as low literacy and numeracy levels.

Scalability and Ease of Use: The solution can easily be scaled to affect the lives of 
millions of people.

Feasibility: It is feasible to implement the solution, and the team has a plan for the 
solution to sustain itself after implementation.

Innovative Approach: This is a new technology, a new application of a technology, or a 
new process for solving the challenge.



QUESTIONS SO FAR?



Application Process  (http://id4d.worldbank.org/missionbillion) 
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Application Process



QUESTIONS?
http://id4d.worldbank.org/missionbillion
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